The w3af profile to detect high risk vulnerabilities.
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Auth plugins make possible to scan authorization protected web applications.
They make login action in the beginning of the scan, logout - in the end
and check current session action regularly.

Here is the result. Was found 46 CSRF Vulnerabilities.
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Biind SOL injaction was found at: *hisp:10.61.11.229 esticketflagin php®, using HTTP method GET. The injactabie paramater i: *lang”. This visinarabality was fourd in the requasts with s 16518 and 16520
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Here is the evidence of the CSRF found and other issues.
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[0} Wwinerabiities [} informations |Eross Ske Requess Forgery has been found at: hitpi10,61.11.3 ¢ php. This ility was found in the reg with id 314,
Knawledge Base

meta_tags

alowed_methads

@ curF wulnerabiity server: Apaches7.d.9 (Winéd) PvF.l‘S 5.12
= pragma: no-cache
) C5AF wulnarsblity cache-control: no-store, no-cache, must-revalidate, post-cheched, pre-cheched
@ CSRF vulnerabity date: Tue, 13 Jan 2015 16:31:63
content-typa: text/himl; charsetsUTE.8
@ CSAF vuberabity e

& CSEF wulnerabiity 1"1“1['“” hiale
<htal >

@ CSRF vulnerability promril
© Cshr vuinarnbiity <mota charsete*utf-8%

«mela hilp-equive”-Ua-Compatible” contenls"IEsedge. chromesl™>
@ C5PF wukerability «titlessoports Te/titles
© csRF wuinerabiity <meta nase="description” coatent--custoser suppert platfora™s

<meta nases" te"osTicket, Customer suppart systes, :umn ticket systes™>
@ CSRF vulnerablity PR — 1.8, user-scalabl =

<link rel- lesheet® hrefa o ml " SEreHn ">
CSRF vulngeabiin ¥

@ ¥ <link rel=" :l\t'luh!tl Nr!- .fﬂ)h:k:l."nn:l:.f(efwllhnﬂhﬂ.u:ﬂlndﬂ media="screen”>
@ cinr vubknerabiity <lank rel= t/css/print, css711aAMI2" mediamtprint=s

= <Link relestyleshoet” ok Fosticket/scpess/ typeabead. cos”
o CsEF wlnerablity el e

@ CSRF vulnerability <link type="text/css® href=’fosticket/css/ui-lightress/jquery-ui-1.18.3. custom. min. css”
i rela”stylesheel” medisescreen”
@ CSRF wuinerabiity <link rel=" alr'lnheet' ref="/csticket/cus/ theead cas7d(apd22" medine’screen”
@ cser vukerabiity <Link rel= tor.c iam*screen's
B <link types" textfess® rel- slyi('nu:c\ hre J’Mtuiﬂuuﬂnn\ inwesone, min.css71fa0d22"s
@ CIRF vulnerabiity <link types"text/ess” rals" hrefa" ost ags.
@ CSRF vulnorabiity = = =
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2 walnerabiities £ informations. The whole target has no protection (X Erame-Oplions header ) aganst Chck-Jacking attacks. This vulnerabdity was found in the requests with ids 16, 38, 150, 163, 187, 176, 179, 184, 186, 188, 193 to 210, 214 to
R 303, 305, 307 to 309, 311 to 313, 315 to 318, 321 to 323, 325 to 334, 337 to 346, 348 to 351, 353 to 354, 356 to 350, 360, 362 to 364, 366, 370 to 372, 427 to 429, 611, 613 to 614, 616, 614, 620, 632, 644,
M' by 646 to 649, 652, 654, 657, 659 to 660, 662 to 666, 673, 675 to 676, 680, 682, 690, 1231 to 1233, 1235 to 1236, 1238, 1240 to 1242, 1246, 1286, 1295 t0 1297, 1300, 1304 to 1309, 1312, 1314, 1318 10
1320, 1542, 1547, 1350 1o 1551, 1553, 1360 to 1561, 1363 to 1365, 1367 to 1368, 1370. 1375, 1375 to 1376, 1397 to 1398, 1491 to 1493, 1496, 1506, 1509, 1511, 1513 to 1514, 1518, 1522. 1524 10 1528,
. O vulnerability 1534, 1537 ta 1534, 1540, 1545, 1547, 1566, 1568 ta 1570, 1572, 1575 ta 1576, 1578 to 1504, 1588 to 1589, 1502, 1606 to 1608, 1612, 1617, 1641 to 1642, 1682 to 1686, 1680, 1691 to 1692, 1695 ta
o CSRF yulnerabifity 1700, 1710, 1716 % 1718, 1720, 1722 to 1724, 1726, 1729, 1751, 1760, 1786, 1789, 1830, 1832, 1897, 1902 to 1903, 1913, 1957 to 1961, 1963, 1965 to 1966, 1984, 1988, 1991, 1993, 1995, 1997 to
1 C3R vulnerabllity i 16
@ CsRF vurnrabiiny Request | Response
SRF vulneratnld:
| & CsnF vuinerabilty Raw | Headers | Rendered
i fingerprint_os —
| HTTP/1.1 200 0K
¥ omor_pages contant-langth: 5065
Ils nmap K-powared-by: PHE/S.5.12
|| Thu, 19 Nov 1981 S5:52:00 GNT
|| b strange hitp codes Apache/7.4.9 (WinGd) PHP/5.5.17
Mo it no- cache
e | cache-control: no-store, mo-cache, sust-revalidate, post-check=d, pre-checksd
daw Tue, 13 Jan 7815 16:39:57 GNT

content-type: text/html; charsetsUTF-8

<|DOCTYPE htmls
<htal >
file_upload H aacs
hittp_in_body <meta charset-"utf.g%>
<meld hiip-equive"X-Uk-Compatible” contents"IEsedge, chrons=1">
<titlesSoporte TIc/titlex
form_sutocomphete <eqty namt="descripticn” content-"customer support platformss
<seta name="keywords® content="osTickel, Customer support system, support ticket systes®>
@013 Nameeviewport® contents-widthedevice-width, initial-scalesl.s, maxisus.scaleel.®, user-scalablessa>
- bind_sql <link reletstylesheet” hrefe octicket/css/osticket.css?1fad2” mediae”scroen>
| theme.css5711aad22" media-"screen™s
£ Bind 500 ijection winel oG cosT tandz medincrprintos

blind_sqi

. P
os:uk:\ncp:unnﬂmm €38

Iy
' Bilank_bady <link type="textSess® href. 'fosh:kl:?fcss.fu; lightness/ jouery-ui-1.10.3. custon ain, css”
i qgeneric rela"stylesheet pedise”screen”
<link rel="sty * hrefs
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